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Data Leakage Prevention, Cloud Computing and Cyber
attacks

ISACA

ISACA formerly, known as the “Information Systems Audit and
Control Association” is a non-profit association of individual
members:
• Information System Auditors
• Information Security professionals
• IT Risk and Compliance professionals
• IT Governance professionals

ISACA
ISACA vision
“Trust in, and value from,
information and information systems”
ISACA mission
“To be the leading global provider of knowledge,
certifications, advocacy, and education
on information systems assurance, information security,
enterprise governance of IT, and IT-related risk and compliance”

ISACA Chapter Network
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ISACA Certifications

70,000+ CISAs certified since inception in 1978

4,000+ CGEITs certified since inception in 2007

12,000+ CISMs certified since inception in 2003

10,000+ CRISCs certified since inception in 2010

Information Security Governance
Information Security governance is different from Information Security
management.
Information Security management is concerned with making decisions to
mitigate security risks. Governance determines who is authorized to make
decisions.
Governance specifies the accountability framework and provides oversight
to ensure that security risks are adequately mitigated, while management
ensures that controls are implemented to mitigate risks.
Management recommends security strategies. Governance ensures that
security strategies are aligned with business objectives and consistent with
regulations.

Information Security Governance
Information Security Governance means viewing adequate security as a
non-negotiable requirement of being in business.
Governance: doing the right thing.
Management: doing things right.
Governance
Management
Accountability
Responsibility
Authorizes decision rights Authorized to make decisions
Enact policy
Enforce policy
Oversight
Implementation
Resource allocation
Resource utilization
Strategic planning
Project planning

Separating Governance From Management

• Governance - In most enterprises, governance is the responsibility of the
board of directors under the leadership of the chairperson.
• Management - In most enterprises, management is the responsibility of
the executive management under the leadership of the CEO.
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Separating Governance From Management
• Governance ensures that enterprise objectives are achieved by
evaluating stakeholder needs, setting direction through prioritisation
and decision making, and monitoring performance, compliance and
progress against agreed direction and objectives.
• Management plans, implements, runs, supports, and evaluates
activities in alignment with the direction set by the governance body
(Board of Directors) to achieve the enterprise objectives.
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Information Security Governance

The road to achieving effective information security goes
through corporate governance.
The best way to strengthen information security is to treat it
as a corporate governance issue that requires the attention
of Boards and CEOs.

Why is Information Security Board Material?

•
•
•
•
•

Disruption of critical business operations
Loss of intellectual property
Loss of trust and reputation
Penalties from Laws and Regulations violation
Liabilities may arise from lawsuits

Not Just a Technical Issue

Information Security is too important and much
more than simply securing IT assets to leave to
the Chief Information Security Officer alone.

Do Regulations Matter?

The Cyprus experience clearly shows that regulations and
legal requirements drive information security actions:
•

Cyprus Central Bank directives for the Banking Sector

•

The Processing of Personal Data (Protection of the
Individual) Law of 2001 of Cyprus

Information Security Governance
If organizations are to make significant progress securing their
information assets, executives must make information security
an integral part of core business operations.
It is not enough just to make Information Security Policy as part
of the platform of existing internal controls & policies that
constitute corporate governance.
Executives need to stay informed on a regular basis and
delegate the needed assets to achieve its objectives via the
implementation of effective security tools.

Chief Information Security Officer Role
•
•
•

•
•
•
•

Assess Information Security Risks
Develop Policies to address security risks
Ensure IT infrastructure is adequately protected in
accordance with Information Security Policy (via policy gap
analysis and risk assessments and mitigating controls and
remedial actions
Periodic verification using vulnerability assessment and
penetration testing tools
Security Incident Response Plan
DR and Business continuity Plans
Security awareness training

ISG Roles & Responsibilities
Board responsibilities
– Strategic oversight; alignment
CEO responsibilities
– Assign responsibility, accountability,
and authority; oversee compliance
Management responsibilities
– Enforce relevant information security policies and make
information security an integral part of business
operations

ISG Roles & Responsibilities
Senior Managers responsibilities
- Risk assessment, implement policies, secure operations
All employees responsibilities
- Awareness; compliance; reporting

ISG Reporting
Adequacy, effectiveness, acceptable residual risk, and
Independent evaluation is reported to the CEO and to the
Board of Directors

Information Security Risk Management
Has your company conducted a risk assessment to identify the key objectives
that need to be supported by your information security program?
Has your organization identified critical assets and the business functions that
rely on them?
Risk = Threats x Vulnerabilities x Impact
Impact: Types of Risks
– Operational
– Financial
– Reputational
– Legal

People
Is there a person within the organization that has information
security as their primary duty, with responsibility for maintaining
the security program and ensuring compliance?
Does your information security function have the authority and
resources it needs to manage and ensure compliance with the
information security program?
Is responsibility clearly assigned for all areas of the information
security architecture, compliance, processes and evaluations?

People (Cont’d)
Does the information security function report regularly to the
executive staff and board of directors on the compliance of
the business to and the effectiveness of the information
security program and policies?
Have you implemented an information security education and
awareness program such that all employees know the
information security policies that apply to them and
understand their responsibilities?

Processes
Does your institution have an information security
architecture, based on your risk management analysis and
information security strategy?
Do you have processes and procedures for involving
Information Security function in evaluating and addressing
any security risks before the purchase or introduction of new
systems?
Are there specific, documented, security configuration
settings and hardening standards for all systems and
applications?

Information Security Policies
Based on your information security risk management strategy,
do you have written corporate information security policies
that address each of the following areas?
– Individual employee responsibilities for information
security practices
– Acceptable use of computers, e-mail, Internet, and
intranet
– Protection of organizational assets, including IP
Is there a method for communicating security policies to all
employees?

Security Program Evaluation
Does your organization periodically test and conduct an
independent evaluation/audit of your information security
program, practices, controls, and techniques to ensure they
are effectively implemented?

Key Messages to Executives
Corporate networks, if not secured, pose a threat to the
organization.
Personal information, corporate data, and intellectual property,
if not protected, can be compromised or disclosed without
authorization.
Success will require “mainstreaming” information security into
the normal governance process of the organization.
Top-level leadership is required for this change in culture.
Executive leadership and board oversight will be required on an
ongoing basis

Key Messages to Executives
To what extent has your organization documented an information security
program with a person or office designated with responsibility and
authority for information security?
What is the reporting frequency from the information security function to
the CEO and the governing board on the compliance of the
organization with, and the effectiveness of, the information security
program and policies?
To what extent has your organization developed written information security
policies and procedures, based on a risk management strategy, that are
consistent, easy to understand, and readily available to management
and employees?
To what extent do directors, managers, and department heads, feel, and are
held, responsible for information security in their own units?

Information Security Challenges
• Information Classification
• Data Leakage Prevention
• Cloud Computing
• Cyber Attacks

Information Classification
Information classification is the process of identifying and
classifying Information into categories based on its level of
sensitivity and the impact to the Organization should that
information be disclosed without authorization.
The main objective is ensuring information protection in
accordance with its sensitivity during its entire lifecycle:
– creation

– processing
– distribution
– storage, and
– destruction

Information Classification Levels
Information can be classified into one (1) of four (4) levels or classifications based on its
sensitivity and its impact should it become leaked or disclosed without authorization:

“Public”
This level can be assigned to information that can be made publicly available and its disclosure
will not have any adverse effect (no impact) on organizational operations, organizational
assets, or individuals (i.e., customers).
Examples:
 Press releases
 Marketing brochures
 Published annual financial results
 Information posted onto the web site, etc.

Information Classification Levels

“Internal Use”
This level can be assigned to information that is intended for use within the Organization and
its unauthorized disclosure will have a limited adverse effect (low Impact) on
organizational operations, organizational assets, or individuals (i.e., customers).
Examples:
 Policies
 Standards
 Procedures
 Regulations
 Operation manuals
 Guidelines, etc.

Information Classification Levels
“Confidential”
This level can be assigned to information that must be restricted to those with legitimate
business need to know within or outside the Organization and its unauthorized disclosure
may violate laws and regulatory requirements and will have a serious adverse effect
(moderate Impact) on organizational operations, organizational assets, or individuals (i.e.,
customers).
Confidential Information handling during its lifecycle requires the approval of the respective
Information Owner.
A reasonable level of security controls should be applied to Confidential information.
Examples:
 Customer personal data (e.g. personally identifiable information),
 Customer transactions, invoices, contracts, customer account information,
 Employee appraisals, Internal/External Audit reports
 System logs, audit trails, etc.

Information Classification Levels
“Secret”
This level can be assigned to information that must be severely restricted to as few people as
possible on a strict business need-to-know basis within or outside the Organization and its
unauthorized disclosure will violate laws and regulatory requirements and will have a severe
or catastrophic adverse effect (high Impact) on organizational operations, organizational
assets, or individuals (i.e., customers).
Secret Information requires the prior approval of the respective Information Owner for its
handling during its lifecycle and its use must be monitored and controlled at all times.
The highest level of security controls should be applied to Secret information.
Examples:
 Strategic plans, trade secrets, budgets, non-published financial results
 passwords, vault combinations, cryptographic keys
 Court orders and legal information protected by attorney-client privilege, etc.

Data Leakage Prevention
The main objectives of implementing a Data Leakage Prevention (DLP)
solution is to protect an organization’s confidential information against
loss and theft, comply with the Cyprus Personal Data Protection Law, and
safeguard the organization’s reputation.
The benefits of Implementing a DLP solution are:
• Reduce the risk of data loss
• Educate and protect employees from accidentally leaking or losing
confidential data
• Prevent malicious insiders or outsiders from compromising valuable
information and intellectual property

Data Leakage Prevention
A DLP solution allows an organization to discover confidential data regardless of where it is stored
and implement policies to secure sensitive data and prevent data leaks.
Data-in-use (at the endpoint)
Employees using their desktops/laptops are receiving and sending confidential data. A DLP solution
helps monitor user activity on and off the corporate network and prevent confidential data from being
leaked over email, removable storage (i.e., USB), printing, faxing, or even cloud storage.
Data-in-motion (travelling across the network)
A DLP solution would detect confidential data while in transit and would have the ability to notify users
and data owners of policy violations, to block or route email to encryption gateways for secure delivery.
Data-at-rest (sitting idle in storage)
A DLP solution would have the ability to scan the corporate network to discover confidential data
stored on file servers and databases and secure confidential files by quarantining, relocating, or
encrypting them.

Cloud Computing

Source: http://www.it4fans.com

Cloud Security Risks
•

Service Availability & Disaster Recovery

•

Access Management & Data Confidentiality

•

Encryption and Key Management

•

Data Integrity

•

Secured Data Destruction

•

Portability

•

Legal & Compliance Issues

•

Auditing & Monitoring

•

Incident Response, Notification, and Remediation

Cyber Attack Threat – not if but when

What is an Advanced Persistent Threat?
ADVANCED, STEALTHY AND ADAPTABLE
APTs were initially limited to attacks on
government networks.
Now APTs can happen to any enterprise and
are different from a typical attack in that
there is:
• Repeated pursuit of objectives,
• adaptation to defenders means and
• persistence
Primarily, the purpose of APTs is to extract
information from systems such as
• critical research,
• enterprise intellectual property or
• government information

Traditional Information Security is Insufficient
Advanced
Persistent Threats

Copyright 2012 Trend
Micro Inc.

(BYOD)
Empowered
Employees

(CLOUD)
Elastic
Perimeter

ISACA - Cybersecurity Fundamentals Certificate
Knowledge-based exam for those with 0 to 3 years experience
The Cybersecurity Fundamentals Certificate exam tests for
foundational knowledge in cyber security across five key areas:


Cybersecurity concepts



Cybersecurity architecture principles



Cybersecurity of networks, systems, applications and data



Incident responses



The security implications of the adoption of the emerging
technologies

Thank you!
ISACA Cyprus Chapter
www.isaca.org.cy

